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1. IZCHIC

AHARIE. SHA-256 SEBAZ (=5t i LT= VeriTrans OV E =« RA S —RF O IHIBEE (LT, SHA-2 IB1E) T2 T 310D

DATLREEHBIVVATLARGOFIELZHBATH5LDTY,

AHARIZERHOARARIZHEL. BB (SHA-1 BE) DELE (2016 £ 9 A 5 H AMI0:00) ETIZ . RYRSU R M SHA-2 1B

BEMRALLERRIIZREL. I—Fr U MROABIREZ . NSV R SHA-2 READEKICUYEATIREET &

SERBLLET,

BERYBZAZIToCTIRIRWMESIZE, IBIREDFILLUE. IRTOH—EXADTFANTELGLYES DT, Rtz

oA a— )L TOIHIGESRELABRLEIFES,

[BSERFaAVH]

BANIV/T7A VA

Hm=

[EZE]2015-2016 NYRSURRFH—E R X)) T3t s BMEHRBER

2015-2016_VeriTransSsISecurityUpgrade_Overview_1.x.pdf

NYRSVRANERT D F2) T3 b5 (SHA-256 FEBAE %t
H KU, SSL3.0/TLS1.0 DEELL) ICEAT A ERBAEHTT,

[£1$%]2015-2016 RYRSU XRFH—E XX TS HREH

2015-2016_VeriTransSsISecurityUpgrade_Appendix_1.x.pdf

NYMSURABRET D2 )T RGO RHRAENTT .

[{1$%]2015-2016 NS RRFH—E XX 21 To581E XS
[PHP ZZFIFHDEDEE M)

2015-2016_VeriTransSsISecurityUpgrade_Appendix_PHP_1.x.pdf

NYFSVANERET 5 EF )T RIEHISICTENT. FAREE
PHP ZCH ADKRICTERIEEVNBEHBAL-EN T,

VeriTrans AV E= BAEAAFR

VeriTrans AVE Z- R4 —RFED MDK B AT DEDREEM
[THARTY,

HREDEDOSELLDZ YT ILO, RIESATSVDEHRRE. EX T+
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2. SHA2 REDZER R EV AT LM GBE

ANYRSUR SHA-2 BRIETIE IFRENSUTORAEEINTLET,
» SHA-256 sEFAE~DZEE
> MRS AKX THS SSL3.0 KU TLS1.0 DEIEDELE
> H—EXRIHERRTSH-HD URL DEE

79X URL
BEFIRE D URL https://fep.veritrans.co jp:443/
SHA-2 B2 M URL https://pay2g.veritrans.co jp:443/

SHA-2 IRIBICIEHR T 5-OIZIE. I—F v U MR AT AIZTUTORIGHABEELELGYET,
v MDK DN—2307yT7HE LU SHA-2 BBEE(D URL ~ADIEGELTE
V U RFLDTITIL—KR AT LBEEHEHE-SELMES)

3. VATLEBEEH

NYRSUR SHA-2 IRBICEH T A=HC1F. TLS11 L ETRETMRELIRENVETY,

FRFSE S AT LARIREN
Java Java7 At (Java8 A L7z #E4E)
PHP OpenSSL ver.1.0.1 Y &2
.NET Windows Server 2008 R2 I\ _E. Windows7 Bl E
.NET Framework 4.5 B
Perl OpenSSL ver.1.0.1 B _F& 172

[EE] LROBEHEEIHVNEEICE I—FYUIMERTLOTYTIL—EBBBEELRYET,

1 MDK ZZFIAMDIBA. OS [Tk THIEMNELRYET,
42 PHP fRZHFELDIBE 0@, [44 Perl fREHFBEVDFE I0@IZT, I—F v MENTHERICHZES 21—
LDV ARETHERTIL,
> BAFEVI)OARDIEE. OS IZAV Ab—/LEN Tz OpenSSL D/A—2av N LRV R T LRIEEH 5
TRHENTENET,
> RATA9IIV O AFRDGE . NIV AN RIS S MDK 2T HTEKZET. 0S ITAVRAb—LENT
OpenSSL D/NA—2av [TRFR T ICRIEN AIBETH ST, OpenSSL DEAIRBITVER A,

F2  ARYRSURTIE, OpenSSL ver.1.0.1 Ll E CEIEMRETo>TLET,
OpenSSL [FL DM DEREEBENRERINTEYETOT, ZRFI/N—2DaVEHFEVESET ISSELHELE
IF£E7,
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4. MDK D/N—230 7w T Ak

RHEL TS MDK DBRARSEEIC. N\—2a 7y AZERELTEYETOT. CHASENORAEZECHER TS
LY,
> BIRMDK BLEUAUVAM—ILAARIZ. LLTF® URL KYEHO—KFLTTELY,

https://www.veritrans.co.jp/support/trial/login/conveni/

(BEE)
N=23 Ty TETSERIZIE. T BRESEVDOMDKELUVEREIZAINEED . SV ATLD NI TV ITH{ToTIEE
FIE53EBLELET,

4.1. Java fRZEHFELDIFE

D J|BH/N—232 D MDK 7—h4A4 T4 O0—RLTTFELY,
> TJ7AIL4A: vtcvsmdk—java—13x.zip

Q T—FrMEYARDTTIr—2a>DHIFRNRIZHD. GLV/A—23> D jar T74JL(CVSGWLIb jar) % Hl
BRLTTFSLY,

@ T—hAT%EE K. mdk/I[CEFENDHLL jar 774 IL(CVSGWLIbjanNZE ISR /ARIZEREL TT LY,

@ T45 MDK BREIT7AILDEE |ZZSBOIAREI7MIILDEREZIT>TTEL,

4.2. PHP [RZHELDIHE

D J|BH/N—232 D MDK 7—h4A4 T4 O0—RLTTFEL,
» T7AIL4E: vtcvsmdk—php-15x.zip

Q I—FYUMEHALDTT)r—32 D MDK FREIF7AIVICRRED/ARIZHD . HLW/A—2avDED1—IL
(xxx_CVSGWCLIENT, xxx PUSHAUTH)ZHIBRL T TSy,

@ MDK EET7AIVICEEHD/SARIZHS. Tl CA FEBHE XN 7 T77 4 )L vsign_clicen)ZHIBRL TTELY,

@ F7—hATEEE%. mdk/lib/CVSGW/TALIMIEBR T DI—F v MEOBREICHIET HEPa1—I/LE MDK
BREIFAIVICERED NRIZEEBELTTELY,

0s EVa—ILA EDa—-ILDOIVOER

Red Hat Enterprise Linux 5(64bit) RHEL5_ CVSGWCLIENT REATAVIIY
RHEL5_PUSHAUTH

Red Hat Enterprise Linux 5(32bit) RHEL5_32_CVSGWCLIENT RBTAVIIY
RHEL5_32_PUSHAUTH

Red Hat Enterprise Linux 6(64bit) RHEL6_CVSGWCLIENT BAFI9H) o7
RHEL6_PUSHAUTH

Red Hat Enterprise Linux 6(32bit) RHEL6_32_ CVSGWCLIENT BAFIyH)oHE!
RHEL6_32_ PUSHAUTH

Red Hat Enterprise Linux 7(64bit) | RHEL7_CVSGWCLIENT FAFT29I %!
RHEL7_PUSHAUTH
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4.3.

CentOS 5(64bit) CENTOS5_CVSGWCLIENT ARETa99)D

CENTOS5_PUSHAUTH

CentOS 5(32bit) CENTOS5_32_ CVSGWCLIENT RETAYT)Y
CENTOS5_32_ PUSHAUTH

CentOS 6(64bit) CENTOS6_CVSGWCLIENT FAFIYo) %!
CENTOS6_PUSHAUTH

CentOS 6(32bit) CENTOS6_32_ CVSGWCLIENT HAFIYo) %!
CENTO0S6_32_PUSHAUTH

CentOS 7(64bit) CENTOS7_CVSGWCLIENT HAFIYo) %!
CENTOS7_PUSHAUTH

Amazon Linux AMI AMAZON _LINUX_CVSGWCLIENT | #4F3vH) 93!

release 2015.03(64bit) AMAZON_LINUX_PUSHAUTH

XERBRICTI—FrUMEORRICHIET EED 21— LA BV S (EREISERNBLET DT, SSL-SHA2 1]

bz

7 0 (ssl-sha2@veritrans jp) EFTHBLVEHELEELY,

BAFI9I) A RDIZEE . OpenSSL DHFFATFVMNIATFVNRRIZBRESN TSI EEZTHERE TS,
OS &> Tl MHIBEED 21— ILDIKRFESATSV L. 0S DRUA—HRIET BS54 TIUTN—CavBEHNE
7325128, MDK RITEFICUV VShBNEENTISNVET,
ZOHE. BHREEDA—ILDEKRESATIVERLDIUR) VI 9 RBTA4TFYNRRIZHERL, 0S DX
VAT BIATIVEILORETHILET BRTHIFENTTNET,
> BIzIE. HBSATS5Y/NRIT libsslso.1.0.0, libcrypto.so.1.00 MEEE T . K YIZ libsslso.10,
liberypto.so.10 MEE T RIHZE . LT DLSITI R I IEERLTTIL,
< libssl.s0.1.0.0 => libssl.s0.10

<> libcrypto.so.1.0.0 —> libcrypto.so.10

® BELEEDa—IVICEITEREZFSLTTEL,

® mdk/conf/TALIRJERTDFHLLY CA FEBAERN7 774 JLvsign_cli.cer)Z. MDK E&ET7AILIZEE D /IR
[CEEELTTFSELY,

@ T45MDK RETF7AINDER IZTSRDIZARETI7AINDEREITOTTSLY,

NET [RZHHELDIFE

D BH/N—32 DO MDK P—HA4TESHoA—KLTTFELY,

>

@ <

Q@ 7—

T74I)L% : vtecvsmdk—net-windows—15x.zip
FroMEYACDT TV r—230 NS EBLTLVSE LY MDK @ DLL ZHIBRLTTFELY,
HATEREHR.DLL #BBEICOE—L,. I—F v MEH A DT TV —2a DS BB TEERER. 1B

IELTTFELY,

<>
<>
<>

VeriTransCVS.dll
VeriTransCommon.dll

logdnet.dll

@ LSAM)EZHREAOBEIE. UTONRRICIVMAHYETOT, BEEZLEELTTAL,

>

HKEY_LOCAL_MACHINE¥SOFTWARE¥VeriTrans¥CVS.NET¥1¥
6
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®

<EEHD> <EEHE>
A0 T—4 20 T—43
GW_HOSTS https://fep.veritrans.cojp:443/ | GW_HOSTS https://pay2g.veritrans.co jp:443/

TRUSTED_HOSTS

fep.veritrans.co.jp

TRUSTED_HOSTS

pay2g.veritrans.cojp

[45 MDK BREI7AILDER |ZCSHBDIZAREI7AIILDEREITOTT Y,

4.4. Perl fREHEL\DIHE

@

@

®

BF/IN—23> D MDK 7—hA4T&#FHoO—RLTTFELY,
» J7AI4%4: vtecvsmdk—perl-14x.zip
T—FrUMMEFADT TV /r—3> D MDK BREIF7AIVICRED/(RIZHD, HLWAN—2avDEDV1—IL
(xxx_CVSGWCLIENT, xxx_PUSHAUTH, xxx_GENHASH)ZHIBRL TT &L,
MDK ERFE 77 A ILIZERED/RRIZH S, Tl CA ZEBAEZRNT 774 )L (vsign_clicenZHIBRL TT LY,

T—HATE#fRFEE . mdk/lib/CVSGW/TAL VM BE T DI—F v MEORBICHETHEP1—I/LE MDK

BEIT7AIVICRREHD/ARIZEELTTELY,

oS

ESa—ILE

ED2—-ILDOYVOER

Red Hat Enterprise Linux 5(64bit)

RHEL5_CVSGWCLIENT

RHEL5_PUSHAUTH

RHEL5_GENHASH

RBATA9II Y

Red Hat Enterprise Linux 5(32bit)

RHEL5_32_ CVSGWCLIENT

RHEL5_32_ PUSHAUTH

RHEL5_32_GENHASH

RATAVIIY

Red Hat Enterprise Linux 6(64bit)

RHEL6_CVSGWCLIENT

RHEL6_PUSHAUTH

RHEL6_GENHASH

FAFI9GYLy*

Red Hat Enterprise Linux 6(32bit)

RHEL6_32_CVSGWCLIENT

RHEL6_32_ PUSHAUTH

RHEL6_32_GENHASH

BAFIyH) oo

Red Hat Enterprise Linux 7(64bit)

RHEL7_CVSGWCLIENT

RHEL7_PUSHAUTH

RHEL7_GENHASH

BAFIyH) oo

CentOS 5(64bit)

CENTOS5_CVSGWCLIENT

CENTOS5_PUSHAUTH

CENTOS5_GENHASH

ARETA99I27

CentOS 5(32bit)

CENTOS5_32_ CVSGWCLIENT

CENTOS5_32_ PUSHAUTH

CENTOS5_32_GENHASH

ARETA99I27

CentOS 6(64bit)

CENTOS6_CVSGWCLIENT

CENTOS6_PUSHAUTH

HAFTIHYL o

7
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CENTOS6_GENHASH

CentOS 6(32bit) CENTOS6_32 CVSGWCLIENT BAFIyH)oHE!

CENTO0S6_32_ PUSHAUTH

CENTOS6_32_GENHASH

CentOS 7(64bit) CENTOS7_CVSGWCLIENT BAFIyH) oo

CENTOS7_PUSHAUTH
CENTOS7_GENHASH

Amazon Linux AMI AMAZON_LINUX_CVSGWCLIENT | &4 F3vo oo
release 2015.03(64bit) AMAZON_LINUX_PUSHAUTH

AMAZON_LINUX_GENHASH

X ERRRIZTT—F U MEOBEICXWH ST AES 12— ILAEWMESIERIR S ENBLET O T, SSL-SHA2 1]

bz

ZZ O (ssl-sha2@veritrans jp) E TH RV EHELTZSLY,

BAFI9I) A RDIZEE . OpenSSL DHFFATFVMNIATFVNRRIZERESN TSI EEZTHRE T,
OS k> Tl MHBEED 21— ILDIKRFESATSV L. 0S DRUA—HRIET BS54 TIUTN—CavBEHNE
7325128, MDK RITEFICUL VShBNEENTISNVVET,
ZOHE. BHREEDA—ILDKRESATIVERLD VR I 9ERBTATFYIRRIZHERL, 0S DA
VAT BIATIVEILORETHILET BRTHIBENTINET,
> BIzIE. HBESA4TS5Y/NRIT libsslso.1.0.0, libcrypto.so.1.00 MEEE T . K YIZ libsslso.10,
liberypto.so.10 MEE T BIHZE . LT DKL URY I IEERLTTILY,
< libssl.s0.1.0.0 => libssl.s0.10

<> libcrypto.so.1.0.0 —> libcrypto.so.10

® BEELEEDa—IVICEITEREZFSLTTEL,

® mdk/conf/TALIFJERTDEHLLY CA SEBAZ X7 T77 4 JL(vsign_clicer)Z . MDK SREIT7AILIZEEEH D /IR
[CEEELTTSELY,

@ T45MDK REITF7AINDER IZTSRDIZAREI7AIVDEREEITHO>TTSY,

45. MDK FRE77MILDER

BEHED MK RET7ANBIFIUTDRBYTY,
FAREE MDK BT 7ML 4
Java cvsgwlib.properties
PHP cvsgwlib.conf
NET cvslib.conf
Perl cvsgwlib.conf

45.1. HEHESL URLDEE

MDK 2771 ILDEHESK URL A TROBYERIZHYET,

<EEFD <EE®R>
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https://fep.veritrans.co jp:443/ https://pay2g.veritrans.co jp:443/

MDK EXE77AILICT, TEEDBYFRELTTELY,

MDK REHRE REE

Java GW_HOSTS https://pay2g.veritrans.co jp:443/
TRUSTED_HOSTS pay2g.veritrans.cojp

PHP GW_HOSTS https://pay2g.veritrans.co jp:443/
TRUSTED_HOSTS pay2g.veritrans.co.jp

NET GW_HOSTS https://pay2g.veritrans.co jp:443/
TRUSTED_HOSTS pay2g.veritrans.co jp

Perl GW_HOSTS https://pay2g.veritrans.co jp:443/
TRUSTED_HOSTS pay2g.veritrans.cojp

45.2. (Java fRODA) SSL ZALIaILDEHD

MDK &2 77 JLIZT, SSL 7Oka/L DR EMNABEELEYET,
<Java kit EHOI>
SSL_PROTOCOL = TLSv1.2

45.3. (PHP+Perl lix) PLATFORM D E&5E

MDK ERE 771 LD PLATFORM MIEEMNELLRESNTLNENTHEE TS0,

0s HE(E
Red Hat Enterprise Linux 5(64bit) RHELS
Red Hat Enterprise Linux 5(32bit) RHELS5_32
Red Hat Enterprise Linux 6(64bit) RHELG6
Red Hat Enterprise Linux 6(32bit) RHELG6_32
Red Hat Enterprise Linux 7(64bit) RHEL7
CentOS 5(64bit) CENTOSS
CentOS 5(32bit) CENTOS5_32
CentOS 6(64bit) CENTOS6
CentOS 6(32bit) CENTOS6_32
CentOS 7(64bit) CENTOS7
Amazon Linux AMI AMAZON_LINUX
release 2015.03(64bit)

> MDK ERE 774 )Llcvsgwlib.conf| CM E% FE Hl(Red Hat Enterprise Linux 7 64bit DIFE)

PLATFORM = RHEL7
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4.5.4. MDK DEXTE D iR

WEIZIGCTT7 I r—avY—N\E2BiEEL . MDK DREZRBLTTELY,

10
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5. ZiRMRELDFIR

CHADETHOHY—ERIZDNT, AYFSUR SHA-2 BIELDIEGRITIF T CHEEE T LOBMELLET,
BRIZEITHOTCIECEIE, KB Y —N\ERFRARYIDIY—F U MEREN S BURKERZITo>CIALV =52 T, RIEHESE
ELCARBRENODERRIIZIT o CIACCEEHEELVLET,

51. T—F vy MREBIEDO X

v RBIETOIRELLT. I—F YU MRO KRB Y —/N\ERFEORIAY—/\REE(0S, IFLH7, TRJ I3y
JEBRBRBRFON—VavhAR—0OH—/\)eCHBIREEFT SOBMULLET,
v EBRERELT. KB —/N\TOREETOTIREFT LOEMELLFET .
> REEAY—N\TREREELGHOEBEN, AB Y —/N\TRESTHARELHVFET DT, XFY—/\TL
BRBHERERBIALV3A T ABERET O TIREFT LOBMLIVELET,

5.2. HREEAMEIDEST

I—F U MES— DAY RS R SHA-2 BRIBICEGIEREZEELTTSU,

[RENELT, 2TOITUR (HEE) OEITESRELLVLET,

ABEI—F b ID TOEFTEHRNLETH. TANAT—F v+ ID THLETHAEETT,

F—F—ID. BTG EEET — I TRIEARE(entry)Z X EL . BB INT HILEHRLTTELY,

Flo. I—FrUMRBICRELITUREETL, MGG AERTEINSEEHERLTTSL,

WEIDEEAEIIOVTIE, EFRTEORREAA(FESELTTEL,

v BREHIRIATEY—FyobD . BECHAOAERY—Fv D ZZFATEEET OB ET .

> ABAT—Fyor D OZHALELWMGEX. EY—FrUMETERADOY—F vk ID #ZFHATELS
ELAEETY , HADY—F v b ID TlE. ETOEWEIMNFEI—FE—FEBYFTDTTEZETILY,
> HAOT—FYUbD X ARYFSOROYHR— AR KYEFARETT

https://www.veritrans.co jp/support/trial/login/conveni/

AR NEE NN

5.3. RELFER DR

v EBIERMN, AYFSURD SHA-2 IREBICAITTEFIN TSI EETHER T I,
> MDK DOJI(Z, ERRICEHHLIZ URL A AZNTLVET DT, AYMSU R SHA-2 IREBEFAD#H URL THD
CEECHERTEL,
v EBIERIZHL. AYFSUR SHA2 BEANSDIEENEREICZIETELILETHRTIL,
» I5—a—K(err.code)DFEEM M TIRESIS—(M10/M11/M13 etc.) NFEAELT-1BE L. SHA-2 IBiEL
DERIZERBLTVET,
> ERICKRLIISEEAIE.MDK ORJEZHR TS,
$ 0SS WPIFLVITHAENTEIATLEDLE TCIHETIV HIZIEX. PHP DOIFEEIE WEB H—/3
(apache DAY E) AN DIS—HEASNATVDEENTTVET,
VvV X—FrUMEVRTLOERBEOUIB(RYRSUANLDIEEEZERDONE) ICXENGNILETHERTS
(A

1
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5.4. REL5E T O E#

v RIIET#®. UTNDRNE% SSL-SHA2 Y1EZE O (ssl-sha2@veritrans jp) F T EHKBEE T LISEMULIWLET,
® KAEI—Fyh IDARIEFEY—F v ID

CHADARYMNURAY—ER

CHRAOTOY SV EE - /N—Day

BEEICFIALEY—/N 0SS/ —23y

Proxy H—/\DF|BHE

BT/ O—/\LIP PRLR

AT A6

ABEUBFEB

5.5. ZAFEERA DB

vV I—FrUMRERBREOERLEE. NUNSUR SHA-2 IRIBICHE T TUYEZ TIECAMIV T (L, BRIREED
ST T#. |HIRE (SHA-1 IR DEEBHFETIS, T—F YU MROEBDEAIU T TIToTIEEFE T LOHREL
W=LFET,
> BERAOEERICE. MENRELLIGEESDOUYRLOEIBOFIELGEET2ITTHEREATEL,

12
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6. TN
6.1. ki, BLUMS B %

[EEHE] ARRF1AVOZFEEFIRINSVABRASHBVRAELTVET,

Copyright (c) 2016 VeriTrans Inc., a Digital Garage company. All rights reserved.

[BRELEDEEXR] ANYFSURABAXEE SSL-SHA2 1BEDO  FEF A—JL :ssl-sha2@veritrans jp

6.2. N E F& B

2015/11/04 :Ver1.0J\y—R
2015/11/18 :Verl.1 JIJ—X
3. S RTLIRFEEMH 4. MDK D/3A—230 7 v T HIE I Perl hit MDK D EEE %80
[4.2. PHP fr%& &L \D15E 114.5.3. (PHP-Perl i) PLATFORM MEXE JI<
XIS 0S MEEEEIEM
*Red Hat Enterprise Linux 5(32bit)
*Red Hat Enterprise Linux 6(32bit)
Cent OS 6(32bit)
*Amazon Linux AMI release 2015.03(64bit)
2015/12/9 :Ver1.2 )1)—RX
MDK DR AI0N—2av DiE#EE x [TEE
2016/03/15 :Ver1.3 JIJ—X
REREOFELEFHADREIL (2016 F£ 9 A 5 B) DRFEICFEL., BET HEHEEE
2016/08/03 :Ver1.41))—X
F4.4. Perl lREHMELVDIHE IIZFREEAEY 21—)L (GENHASH) DRE#EZEM

13
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